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Log in.

Munis Cloud Admin Login with your Tylerhost credentials.
Login with your Tylerhost credentials. Username:

See this article for details on how to use 2 | Enter Username

this portal, or contact SaaS Support for

assistance. Password:

Build 20240808.1 A Enter Password

(7) Remember Me? | Forgot Password

@ This form is secure.
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ENTERPRISE ERP CLOUD ADMIN
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REVIEW OF ENTERPRISE ERP (MUNIS) CLOUD ADMIN

What is Cloud Admin?

Cloud Admin is a collection of tools that replaces the legacy Munis Internet Update (MIU)
application.

Manage your hosted Enterprise ERP application including database backups and refreshes,
managing SQL (Reporting) user account credentials and Cloud Admin access roles.

Separate versions: whether you are hosted in the Datacenter or in Amazon Web Services
(AWS). As hosted clients are migrating to AWS, the Cloud Admin tools continue to be
developed to support envirionments there.

Designed to manage your hosted application and credentials in a new way: On the go. You
can access Cloud Admin anywhere there is an internet connection available.

Not used to manage your own credentials such as Azure and Okta integration with Tyler
Identity (TID-W).

Accessible from anywhere on any device with an internet connection and doesn’t require a
VPN connection. Works with Edge and Chrome, not IE.

Tyler offers Cloud Admin for other products (Odyssey, Versatrans, Incode, and more)

The Cloud Admin is fully responsive, using the latest HTML5 and CSS3 trends, providing a secure
gateway that works across a range of devices (PCs, tablets and mobile phones).

Setting up Two Factor Authentication

As an administrator, you will be required to setup Two-Factor Authentication upon logging in for the
first time, but you must have an account created by Tyler. This can also be enabled for all users at your
site if desired.

1.

Log into Cloud Admin at https://muniscloud.tylerhost.net

a. You will log in with your EERP Credentials.

b. Click “Log In”
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Login.
Munis Cloud Admin Login with your Munis Datacenter credentials.
Login with your Munis Datacentor credentials. Useename:

See 1Ns articie for detads on how 1o use this
portal, of contact SsaS Support for sssistance.

Batd 202110081 Password.

2 100kpotvin

(0 Remember Me? | Forgot Password

- 8 Thoe orm s secure



https://muniscloud.tylerhost.net/

2. |If you are logging in from your Mobile Phone, you can click the Apple/iTunes link if you use
an iOS device or the Google Play Store link if you use an Android device

a. If you want to learn more about the Google Authenticator, you can click the Help
link
b. On the following page, you will see a QR code. Before scanning, you will need to
install the authentication application.
3. Go to the App Store (iOS) or Google App Store (Android)

a. Search for “Google Authenticator”

b. Download the application, being sure to download the official Google
gotzgeg{fcﬁ\umenticator app ( Google LLC)

Tools  #4 Top Free

4. Once installed, open the application

a. Click “Begin Setup”
i o b. Click “Scan barcode”
c. Scan the QR code that displayed on the Cloud Admin website.

d. If the website has timed out, simply log back in and complete setup
again until you get to the QR code.

Enable 2step verification to protect your account e. Once the QR code is scanned, you will see a code Google Aushenticator

O displayed on your Smart Phone. ccount adin
5. Click “Next” On Cloud Admin

Ratings and reviews © 35-_"' 3] Er
A v w

W you W kel fon & Aribosior oade, it &

6. Enter the 6-digit code from the Google Authenticator Application into e P ot g Pt o et
the Cloud Admin box and click “Verify Code and Enable”
ro0ccaa |

7. Once you have verified your Two-Factor Authentication code, you will
be directed to the Home Page

Moving forward, whenever you log into Cloud Admin, you will need to enter in a 6 digit code. If you ever
lose your Smart Phone, or accidently delete/Uninstall the Google Authenticator Application, you may
have another administrator disable Two-Factor Authentication in your Cloud Admin profile so you can
set it up again, or you may reach out to TSM SaaS Support to reset your account.

"= tyler —geoplc

Two-Factor Verification

Get your verification code from the Google Authenticator app.

Enter the verification code:
775774
Verify Code




Site Settings
When you log into EERP (Munis) Cloud Admin, you will see the Welcome message:

Welcome! Cloud Admin is a collection of tools that allow you to manage your Tyler
Technologies hosted application. Click the button to learn more.

You can click on the “Learn More” button for additional information, or review information
specific to your site by clicking on the links in the available sections of the page:

e Keep your account secure: Change Your Password Now

e Manage User Accounts: Manage Users

——

W tylér —

Meet the new Cloud Admin.

Welcome! Cloud Admin is a collection of tools that allow you to manage your Tyler Technologies hosted application
Click the button to learn more.

..............
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e Locked Out Users: (list of affected users and date of lock)

e SaaS Authorization Form Updates: Update Form

You can also Enable/Disable Password Expiration Notification Emails by selecting Settings
under USER ACCOUNT MANAGEMENT on the menu.

USER ACCOUNT MANAGEMENT

Creating New Users
Once logged in completely, hover over the User Account Management drop-down menu.
1. Select “Create User”
a. Fill out the user’s information.
b. Allfields are required, including an email address
c. If auser does not have an email address, you will still need to enter one

d. You may leave the password field blank which will generate a generic password, or type
in a different temporary password

e. The user will be required to click a reset link in their email after they log in for the first
time
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Create User Accounts

Home / Usera

Create a new user for your organization.

Add SQL Accounts

1 Uste omads 8 S0L casharng accoun. (1] User needs s SOL reporting scoount.
Emall Address.

sample user@tylectech.com

Group Membership
Cloud Admin Role: Groups Appléed Automatically

ot GrovP

f.  If the user will need a Reporting account, you can check the boxes to create those
accounts at this time

Note: The user will need to login to the Cloud Admin once to allow the secondary account passwords to
sync. The Tyler Reporting account password will be the same as the user’s EERP account password.

2. If the user will not need any administrative permissions, you can click “Create User”

If the user will need administrative permissions, you can select those from the “Cloud Admin Role:”
Group Membership box. Simply click in the box to see a list of available roles. Choose the role that best
fits. These roles are explained below:

e Cloud Admin Administrator — User has full administrator account. Can manage all users
and environments, can edit the SaaS Authorization Form

e User Account Manager — User has only administrator permissions to fully manage users
(Create, Edit, Reset Password, Disable/Enable, Change Roles)

e Database Admin — User has only administrator permissions to manage Databases
(Backup, Refresh)

e Unlock Users Only — For granting users the ability to unlock other users in their domain
e Database Backups Only — User may only Backup Production Database

e Database Refreshes Only — User may only Refresh Non-Production Database(s)

e User Password Resets Only — User may only reset user passwords (All User’s Passwords)

e 2-Factor Opt-In User — Forces the user to require 2-Factor authentication.

Updating Users

If a user’s information has changed, or reports an issue, you can search for the user and update the
information.

1. Once logged in completely, hover over the User Account Management drop-down menu

2. Select “Manage User Accounts”



3. To locate the user, you can either select them from the displayed list, or search for the user in
the “Find a User...” search bar.

a. If searching for a user, simply click their username
b. If selecting a user from the list, click on “View Details” to the far-right of their username
You may address various user issues:

e Unlock an account if the user has tried to log in too many times. Even if they reset, a Cloud
Admin account must be unlock the user’s account (security)

e [f a user has left, you can Disable the account

~ G Mm %]  https://muniscloud.tylerhost.net/UserAccounts/UserAccount?u=LNXWngViPEbeTF.. & A Y o ]
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USER ACCOUNT MANAGEMENT - SYSTEM MANAGEMENT TOOLS - ACTIVITY LOG HELLO KAREN POTVIN! LOG OFF

User Account Detail

Home / UserAccounts / 9909supp

9999supp

a'Unlock
ACCOUNT EMAIL:  0999SUPP@TYLERHOST.NET EDIT.
" A
ACCOUNT LOCKED: NO O Enable/Disable
PRI 1 cunwce passworo a7 wexr toain B e toers pasoworcs

ACCOUNT STATUS: ACTIVE

/ Remove Reporting Account
FAILED LOGIN ATTEMPTS: 0

PASSWORD LAST SET:

LAST FAILED ATTEMPT:
HAS REPORTING ACCOUNT: YES

Role Membership: Group Membership:

Add a role to this user... DL GROUP

Additional Support Information

© 2024 - Tyler Technologies

e When you reset the user’s password, the user will receive an email with the password reset
link

e If the user will need a Reporting account, you can check the boxe to create those accounts
at this time

e The user will need to login to the Cloud Admin once to allow the secondary account
passwords to sync. The Tyler Reporting account password will be the same as the user’s
EERP account password.

e Reset 2FA here if a user has gotten a new phone and needs to set up 2FA again.
e You can add Cloud Admin Roles here, as well.

Note: If there is an issue with the user’s name, you must reach out to TSM Support to make a
correction on the backend.

Resetting Your Password

1. Loginto Cloud Admin at https://muniscloud.tylerhost.net
2. You will log in with your EERP Credentials.
3. Once logged in completely, click on “Change Your Password Now”



https://muniscloud.tylerhost.net/
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8.

Verify your old password in the “Old Password” field

Enter a new password in the “Password” field, following the requirements listed.

Confirm your new password in the “Confirm Password” field

If you do not have an email address on file, you can enter one now, or update an existing email
address

Click “Reset My Password”

Resetting Other User Passwords

4.
5.
6.

Once logged in completely, hover over the User Account Management drop-down menu
Select “Manage User Accounts”

To locate the user, you can either select them from the displayed list, or search for the user in
the “Find a User...” search bar.

a. |If searching for a user, simply click their username
b. If selecting a user from the list, click on “View Details” to the far-right of their username

Click “Reset User’s Password” and an automated email will be sent to the user at the address
specified in the profile.

Forgotten Passwords

If your users have trouble logging into Cloud Admin or EERP, have them follow the instructions below:

1. Goto https://muniscloud.tylertech.com/Account/ForgotPassword

2. Enter your Email address and Username
3. Click “Send Reset Link”
4

You will receive an automated email with a link to reset your password.

SAAS AUTHORIZATION FORM

Administrative Access

This form provides us with the necessary information regarding who will be allowed to call Tyler Support
to request routine services.

It also provides us with a list of individuals who will be emailed with any important announcements
regarding server status or other important information.


https://muniscloud.tylertech.com/Account/ForgotPassword

1. Under USER ACCOUNT MANAGEMENT, click SAAS AUTHORIZATION FORM

wing mu0100 - Munis, A Tyler Technologies Company, ME

SaaS Authorization Form

™ paing o o It 2551 0f INGHACIAISE WHO Will B4 eMAC Wi any important
SONCUNCHTANTS [6QAITING SECVr SLAIS OF CENAE MDOMANE IVOIMAton. It 1 FECOMMENCET YOu tevw 573 UDSAe s form annualty

Primary Contact Name:  Crvis Nore (0] Emait: | crvs rurvipnfenech com
Telephone: Extension:
Backup Contact Nae: Emait
Phioe: Extension:
Other ey nOVIOM3 I your o SOCates, 300 S IMPOLINE N MABON sent 1o
Name: Emait:
Name Emait:
Name: Emai;
Name Emait:
Other key indivicuals in your 3088 Which ICludes view/ecit Sapgor Caes, Create Users, P Rtresh O
Unioci/Lock Munis, 310 Istat Managed intemnet Updates (MIVs).
Name: Emait:
Name Emait:
o Enat:
Name: Emait:
s S3ted avove. SACHION L 1€ #0310 SORCAY YOU! CSHOM QFOUS/CINBQUMKAS.
() wsow 3 inawicual user 1o request us 10 Feset THer PRSI Of Tated ioging?
astions: Comments

2. When you have completed your review of the fields you may add any additional notes you
deem appropriate regarding the contacts or special instructions.

3. Selecting the checkbox labeled “Allow an individual user to request us to reset their
password or failed logins?” Signifies the granting of permission to SaaS Support to assist
your end users directly with password reset related tasks.

4. Click the Submit Changes button in the lower right corner of the screen to save new entries.

It is recommended you review and update this form at least annually and when there are administrative
personnel changes.

SYSTEM MANAGEMENT TOOLS

Production Database Backups
Once logged in completely, hover over the System Management Tools drop-down menu

1. Select “Environment Management”



a. You will see details about your EERP Databases

"= tyler —geopls

Munis Environment Management

Ready! Distabisse information may ske 1o o & minuts to update

Active Environments

2 mu0100impl Version 2017180 muo
VWL 71CI0S m i

!*!i i k}i o
w2017.2- Vsl e s Tyer Mk 11.2 gl Ootabase <:

Version 11200

b. Review the dafabase names, server names, database sizes, and EERP versions
2. Click the “Backup” button for your Production environment

a. Note: You can only backup Production environments on demand.
3. Check the box to confirm that you wish to “Create a backup of the production database?”
4. Click “Start Database Backup”
a. You will see a progress bar indicating the status of the backup.

b. Once complete, your Production environment will show the last backup date and
time.

The backup resides in our datacenter and can be accessed by SaaS support upon request for restoration
purposes. Backups here will only be saved for 7 days before deletion.

Backups should be run prior to any major altering events, such as Month-End or Year-end Closings,
conversion passes, or major updates.

Hosting Services does backup your Production Database nightly, however, these Cloud Admin on-
demand backups are recommended to be used for immediate recovery in the event of issues with
Mont-End or Year-End Closing.

Refreshing Databases

Refreshes can only be performed in Cloud Admin on Non-Production databases that are on the same
version as Production but can be performed on databases of a higher version than Production by
contacting TSM Saa$ Support for assistance.

Database refreshes cannot be performed on databases at a lower version than Production

1. Once logged in completely, hover over the System Management Tools drop-down menu and
Select “Environment Management”



2. Click the “Refresh” button for your Non-Production environment

Munis Environment Management

Home / Refresh
Ready! Database information may take upto a minute to update

Active Environments

- mu0100impl Version 2017.1.8.0 ~  mu0100 Version 11200
YVWLNMUN171CI0S VWWTNIMPMUN112
== 7289 MB E 5241 MB
Implementation Production

Backed up by 100admin 12 minutes ago

TylerTown Demo Sandbox v.2017.1 - Impl Version doesn't match productiont Tyler Munis 11.2 Impl Database

=~ mu0100te Version 11.20.0
VUWTNIMPMUNT12
Step 3. Select Environment Ma...

Refreshed by 100newadmin 9 days ago

Tyler Munis 11.2 Impl | TEST | 08/27 @

© 9019 - Tuler Tachnolnsis

a. You can only refresh an environment that matches the version of your Production
environment. You will see a note on a non-matching version that states “Version
doesn’t match production!” If you need this database refreshed with production
data, please contact TSM SaaS Support.

b. Check the box to “Receive email updates?” to have an email sent to you when the
refresh completes.

c. Check the box to “Create a backup before refresh?” to make a backup of your Non-
Production environment prior to the refresh. This will cause the refresh to take
longer to complete but may be helpful if rollback is needed. (Production is
automatically backed up during a refresh)

e e e
TylerTown Demo Sandbox v.2017.1 - Impl Version doesn't match produetion! Tyler Munis 11.2 It
£ MUO0100TE TesT

| ¥ Receive email updates? | |#) create a backup before refresh? | 4 ]

sample.admin@tylertech.com

Back

@ 7010 - Tvlar Tarhnalnsias

3. Click “Continue”

a. Verify the options you selected (Backup non-Production, Email notification) are
correct. If they are not, hit “Cancel” and update accordingly. If everything is correct,
click “Yes, I'm sure.”

Refresh Database Confirmation

Are you sure?

cause it
database.

« You have selected to receive an email at:
‘sample.admin@tylertech.com when the proces has
completed

e

10



b. You will see a progress bar indicating the status of the refresh. If the progress bar
gets hung up, click the Refresh button to refresh the view. If it continues to hang,
reach out to TSM Saa$ Support.

Munis Environment Management

Home / Refresh

Starting Environment Request [N
Startng refrash raquest on databass mud 100 Fafrash started by 100a0min a fsw secands ago

Active Environments

mu0100impl Version 2017.1.80 Varsion 112 (
} & YVWLNMUN] 73CI05 13
Ls 7239 MB i
8 B T rennh }
TylesTown Demo Sandbox v.2017, 1 - impl Tyler Munis 11.2 Impl Database

mu0100te Version 11200
YVWTNIMPMUNT12
5241 MB

Tyler Munis 11.2 impl | TEST | 08/27 RUNNING REFRESH

4. Once complete, your Non-Production environment will show the last refresh date and time.

ACTIVITY LOG

Activities

The Activity Log tracks events such as user login, environment refreshes, backups, updating passwords
such as synching SQL accounts, enable/disable accounts, unlocks, and more. You can filter by username,
keyword (examples) and severity. This is helpful auditing information.

You can sort the list of events by the column heading or filter the list by type. Severity types include:
1-Critical: PW Synch fail, user action failed 3-Medium: PW reset, add user, enable/disable

2-High: login failure 4-Low: DB refresh, login success

USER ACCOUNT MANAGEMENT ~ SYSTEM MANAGEMENT TOOLS -  TYLER~ ACTIVITY LOG HELLO MUN.KAREN.POTVIN! LOG OFF

Activities Log

Home / Events

Filter By Username: Filter By Keyword: Filter By Severity:
Search By User... ~ | Search By Keyword... ~ | | Filter by severity.
LOG NAME DATE USER NAME DATA KEYWORDS
anviron sh 11/29/21 1218PMEST  ribbysu User rlibbysu requested an environment refresh reset on Test for environmentrefresh
MUO0100. environmentrefresh_reset
users 11/19/2110:13AMEST  100aacom 100aacorn ized their
users 11/19/21 10:13AMEST  100aacom 100aacomn ly ized their C:
login 11/19/21 10:13 AMEST  100aacom 100aacorn (Munis) has logged into Cloud Admin. login-event success

100ACorn (Munis) attempted to log into the Cloud Admin, but supplied

logi 11/19/21 10:12 AM EST 100AC
ogn e o invalid credentials.

login-event failure credentials

‘set-password success email-password-

login 11/19/21 1012 AMEST  system 100aacorn successfully changed their password. link

11



DOCUMENTATION

TylerNow

There are many KCS Articles supporting Cloud Admin. These are client facing articles that can be shared
with your users, or they can search for information at:
https://tylernow.atlassian.net/wiki/spaces/KA/overview

¢ Cloud Admin SaaS Authorization Form

 Reset 2 Factor Authentication in Cloud Admin
e Cloud Admin Add User

¢ Munis Cloud Admin Reporting Accounts

* Incorrect Name for New User in Cloud Admin

¢ Cloud Admin Password Exception Error

¢  How To Refresh Munis Environment from Cloud Admin
*  Year End Backup in Cloud Admin

QUESTIONS?

Tyler Support

If you have further questions or need assistance with EERP (Munis) Cloud Admin, please reach out to TSM
Saa$ Support.

Tyler Support: 1.800.772.2260
TSM Saas Support: 3806

https://www.tylertech.com/client-support/enterprise-erp-support

https://tylertech.microsoftcrmportals.com
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https://tylernow.atlassian.net/wiki/spaces/KA/overview
https://tylernow.atlassian.net/wiki/spaces/KA/pages/148209729/Cloud+Admin+SaaS+Authorization+Form?search_id=94b94d99-4428-4742-819f-c0b39c682aa9
https://tylernow.atlassian.net/wiki/spaces/KA/pages/148209677/Reset+2+Factor+Authentication+in+Cloud+Admin
https://tylernow.atlassian.net/wiki/spaces/KA/pages/594935820/Cloud+Admin+Add+User?search_id=94b94d99-4428-4742-819f-c0b39c682aa9
https://tylernow.atlassian.net/wiki/spaces/KA/pages/148209693/Munis+Cloud+Admin+Reporting+Accounts?search_id=94b94d99-4428-4742-819f-c0b39c682aa9
https://tylernow.atlassian.net/wiki/spaces/KA/pages/533463222/Incorrect+Name+for+New+User+in+Cloud+Admin?search_id=94b94d99-4428-4742-819f-c0b39c682aa9
https://tylernow.atlassian.net/wiki/spaces/KA/pages/360644792/Cloud+Admin+Password+Exception+Error?search_id=94b94d99-4428-4742-819f-c0b39c682aa9
https://tylernow.atlassian.net/wiki/spaces/KA/pages/148045825/How+To+Refresh+Munis+Environment+from+Cloud+Admin?search_id=94b94d99-4428-4742-819f-c0b39c682aa9
https://tylernow.atlassian.net/wiki/spaces/KA/pages/426770475/Year+End+Backup+in+Cloud+Admin?search_id=94b94d99-4428-4742-819f-c0b39c682aa9
https://www.tylertech.com/client-support/enterprise-erp-support
https://www.tylertech.com/client-support/enterprise-erp-support
https://tylertech.microsoftcrmportals.com/
https://tylertech.microsoftcrmportals.com/

