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Admin Center — User Guide
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About This Document

The Admin Center User Guide is designed to provide guidance for initial setup and use of the Admin
Center application by Tyler Technologies, Inc. clients. The content in this document is organized to
progressively introduce the Admin Center for a typical client situation in which Tyler implementation
teams have installed and configured products with defaults. It is recommended to consume the
document in the presented order of sections:

e QOverview — provides a high-level overview of the Admin Center

e Getting started with Admin Center — Accessing the Admin Center

e Managing security — Configuring/customizing your Tyler Identity Workforce instance

e Organization setup — Setting up your organization details and preferences

e Using the Admin Center — On-going administrative activities, including managing employee and
non-employee back-office users, workspaces, access to participating Tyler applications, and
accessing product administration applications.

e Getting support — Options for getting support

This document does not cover content related to using specific Tyler products. Reach out to your product
support team if you need assistance locating documentation for a particular product or solution.

Intended Audience

The audience for this content is client Information Technology (IT) or systems administrators, and other
roles that are responsible for some or all the activities listed above. Some functionality like federations
and network security may require specialized knowledge in those domains. This document does not
cover evaluating, preparing, or configuring any technology or resource managed within your
organization from which information is solicited in the Admin Center.

Email address domain whitelisting
If your organization uses enterprise spam blocking solutions, whitelist the email address domains
okta.com and tylerportico.com to allow invitation and other emails to pass through.

Content note

The screenshots and content in this guide are intended to only approximate your actual experience.
Since we update the Admin Center frequently, there may be differences between the content in this
document (including screenshots, and options available) and current state of the application.

© 2022 Tyler Technologies, Inc. All rights reserved. 3



Overview

The Admin Center is a centralized administrative tool to manage Tyler Identity Workforce and
participating Tyler solutions and serves as a starting point for administrative tasks typically performed by
client IT administrators.

Admin Center

L Dashboard

Workspaces
Workspace setup
Workspace Agency title Type Active products Active users
2 Manage users
tylertown-impl Welcome to Tyler Town, TX [Impl] NonProduction 2 1 Fr53 >
o Manage workspaces
tylertown Welcome to Tyler Town, TX! Production 4 9 1AL >
=, Manage products
tylertown-test Welcome to Tyler Town, TX! [Test] NonProduction 2 1 Fi 13 >
(<] Admin links
tylertown-train Welcome to Tyler Town, TX! [Train] NonProduction 2 1 Fr 53 >
Configuration
¢ Organization v
Here's what's new in Admin Center! "‘
;, Security v
Launch of the new Admin Center! b
Dashboard v
Workspace setup
Manage users ~
Manage workspaces ~
Manage products v
Admin links v
Configurat Organi T

The Dashboard is the page that you are first taken to upon sign-in. It presents a list of workspaces that
have been setup for you and a notification area for the latest in the Admin Center.

Workspace
A workspace is an independent instance (copy) of your Tyler solution(s). Typically, you are provisioned a
production instance, and one or more non-production instances.

What’s new in Admin Center
The what’s new in Admin Center is where you can see the latest updates to the Admin Center. The is
organized by the same sections and sub-sections as seen in the overall Admin Center for consistency.

Workspace setup

This section deals with the management of Workspaces. Users of an organization can be added and
assigned to workspaces, and then provided access to specific applications within those workspaces.
Additionally, Tyler products that have been enabled on each workspace and the various applications
under each can be seen and accessed (subject to you having access to them).

© 2022 Tyler Technologies, Inc. All rights reserved. 4
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Only participating Tyler products and applications are available for management using the Admin Center
currently. Please reach out to your product support to inquire if a product is available for administration
and access through the Admin Center.

Manage users

This sub-section allows you to add new users or import users in bulk into the Tyler Identity Workforce
solution. For non-federated users, this section can also be used to provide end user support (resend
password emails, etc.). You can also inquire or set what access rights a user has or promote specific
users as site administrators to grant them access to the Admin Center.

Manage workspaces

This sub-section lets you administer workspaces provisioned for your organization, including workspace
settings. Some of these can also be managed globally at an organizational level for ease of maintenance
(see Configuration > Organization below for more information). You can also create User groups to
define application access which can then be assigned to users.

Manage products

This sub-section allows you to see all products and applications licensed to each workspace, including
statistics of applications available for back-office (Workforce) and public facing (Community) and serve
as a launch point for the applications.

Admin links
This sub-section allows you to access product administration applications that you have access to
through User groups setup under Manage workspaces.

Configuration
This section is used to maintain organization wide configuration settings.

Organization

This sub-section is used to maintain core organization information and preferences like contact
information, branding preferences, common organizational links, and approved domains for adding user
email addresses.

Security

This sub-section is primarily used to maintain the configuration of the Tyler Identity Workforce solution.
Depending on the licensing tier, you may be presented with different configuration options for password
policy, etc.

© 2022 Tyler Technologies, Inc. All rights reserved. 5



Getting started with Admin Center

Getting Access

Initial access to the Admin Center for your organization will be provided by Tyler implementers as an
email invitation. The email invitation will contain a link to the Admin Center and any additional
instructions you may need to follow to set up your initial account. We recommend you bookmark the
URL in the invitation for quicker navigation in the future.

The link to the Admin Center is of the construct:
https://<<your customer identifier>>-admin.tylerportico.com/admin-center/dashboard

Welcome to the Admin Center!

° <noreply@tylerportico.com> s A
To: Smith, John Thu 6/3/2022 7:51 AM

i tyler

Welcome to TylerTown, TX
Hi John Smith

You now have access to the Admin Center, a central management ool for
Tyler Technologies solutions. Either a Tyler representative or
someone at TylerTown, TX ad ed user. If you're unsure
ach out to it@tyledown.gov

your organizafion’s

you as an auth.

why you have received this nofification, please re

o your Tyler support contact

We've created the Admin Center with IT management and operations in
mind, to help configure, manage. and support Tyler applications from a single

tool. We're sillin the process of adding features

you'l have the ability to
manage users and other key functions right now.

Over the next several days, we'll be sending you materials that will help you
guration. The first email you

get starfed with Admin Center setup anc
may receive is from ckta.com with the subject. “Welcome to Tyler Identity!”.

This emnail will contain instructions to activate and sef your ldentity

Workforce login account used for authentication to Tyler applications. If you
receive that email, please complete the account setup steps before the
invitation expires.

Ready to get started?
Your username is john.smith@tylertown.gov

Your crganization’s admin access is hitps:/ /tylerdown-
admin.fylerportico.com/admin-center/dashoard/

Launch Admin Center

& Reply | ~ Forward

Contact your Tyler implementation or support representative if you haven’t received any invitation email.

You may also receive additional emails to activate your account, set a password and enable Multi-Factor
Authentication (MFA).

Navigating to the Admin Center

Click on the link provided in your invitation mail, your bookmark of the same link, or navigate to
https.//<<<your client identifier>>>-admin.tylerportico.com/admin-center/dashboard, replacing <<<your
client identifier>>> with the specific identifier assigned for your organization.

© 2022 Tyler Technologies, Inc. All rights reserved. 6



Enter your Tyler Identity Workforce email address

Enter your Tyler Identity Workforce credentials as prompted. This is the same email address as the one
in which you received your invitation email. If your organization has already been federated, then you
may see additional login screens managed by your organization after the initial email address screen.

.. tyler identity

Sign In

Username

[] Remember me

Meed help signing in?

Contact your Tyler implementation or support representative if you are not sure which email address you
are supposed to use with the Admin Center.

Complete sign-in and access the Admin Center dashboard

Upon sign-in, you may be presented with a “What’s new in Admin Center!” dialog that you can close
using the Close button. If you do not wish to see this again as a separate dialog, you can check the box
against Do not show again before clicking the Close button. The content on the dialog is also presented
in the Dashboard for future review.

© 2022 Tyler Technologies, Inc. All rights reserved. 7
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Here’s what's new in Admin Center!

Launch of the new Admin Center!

Dashboard

Workspace setup

Manage users

Manage workspaces

Manage products

Admin links

Configuration > Organization
Contacts

Branding

Links

Email templates Feature+
Domains

Configuration > Security
Password policy Fealure+
Networking

Identity providers

Multifactor  (FestREs

[ Do not show again Close

You will then land on the Dashboard and see any Workspaces setup for your organization and a
notification area announcing the latest updates to the Admin Center for the various sections.

Admin Center

-H Dashboard

Workspaces

Workspace setup

Workspace Agency title Type Active products Active users
2 Manage users

tylertown-impl Welcome to Tyler Town, TX [Impl] NonProduction 2 1 A >
ob Manage workspaces

tylertown Welcome to Tyler Town, TX! Production 4 9 1AL >
=, Manage products

tylertown-test Welcome to Tyler Town, TX! [Test] NonProduction 2 1 Fi 13 >
(<] Admin links

tylertown-train Welcome to Tyler Town, TX! [Train] NonProduction 2 1 53 >

Configuration

* Organization ~
Here's what's new in Admin Center!

@ Ssecurity v
Launch of the new Admin Center! v
Dashboard v

Workspace setup

Manage users v
Manage workspaces v
Manage products v
Admin links v

Configuration > Organization

© 2022 Tyler Technologies, Inc. All rights reserved. 8
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Managing security
This section allows you to configure the Tyler Identity Workforce solution provisioned for your
organization.

Tyler Identity Workforce (TID-W)

Tyler Identity Workforce (TID-W), used for back-office applications and managed by your organization, is
distinct from the Tyler Identity Community (TID-C) solution, which is used for Community (public)
applications. This document is applicable only to the Tyler Identity Workforce instance assigned to your
organization, though some options like branding preferences may affect Tyler Identity Community in a
limited way. Tyler Identity Workforce has multiple tiers of subscription and some of the functionality
presented in this document is only available to clients with advanced tiers.

Tyler Identity Workforce supports two different types of workforce users: Local Identity Users, that are
managed by the Tyler Identity Workforce solution, and Federated Users, when authentication to Tyler
solutions is delegated to your organizational identity provider (IDP), and therefore are managed by your
organization. At the Tyler Identity Workforce Core product tier, you can:

e  Mix Local Identity Users and Federated Users

e Federate to a core IDP such as Azure Active Director (AD), Google Identity (Enterprise), Active
Directory Federated Service (ADFS), and Okta.

e Sync a local Active Directory using the Okta AD Agent to Tyler Identity Workforce

Admin Center allows you to administer Local Identity Users and manage Federations. There are
additional options to manage users and personalization at the Tyler Identity Workforce Advanced tier
and higher.

To learn more about Tyler Identity Workforce Advance tier or using the Okta AD Agent, reach out to your
Tyler Sales and Support contacts respectively.

Local Identity vs. Federated Users — Benefits and Disadvantages

Local Identity Users can be setup out-of-the-box and are ready to use right away. They are particularly
useful when some of your back-office users are not part of your organization and therefore do not have
an organization provisioned email address, or otherwise part of your organizational authentication
systems. Some disadvantages of Local Identity Users are that you may have to manage them separately
from the rest of your organization using the Admin Center should they lose their passwords, to resend
activation emails, etc., and it exposes multiple security concerns, like users openly saving multiple
passwords to different systems on their desks or PCs, and the need to remove their permissions in
multiple systems when their engagement with your organization ends.

Federated Users on the other hand requires Federation be setup which requires an internet facing
identity provider managed by your organization. Once setup, however, Federated Users enjoy Single
Sign-On (SSO) experience without having to remember multiple passwords, and the organization’s IT can
simply disable an employee’s ability to authenticate centrally without having to immediately disable
their access and permissions on multiple systems when their engagement with the organization ends.
Given the vastly superior security benefits of Federation, Tyler strongly recommends that you federate
your organization’s IDP when possible. You can, in parallel, use Local Identity for those users who are

© 2022 Tyler Technologies, Inc. All rights reserved. 9



not part of your organization’s IDP as identified through their non-organizational domain in their email
address.

Local Identity Users
If you are planning to support Local Users, review the default settings on your Tyler Identity Workforce
tenant.

Password Policy

The default settings on your Tyler Identity Workforce are designed to meet Criminal Justice Information
Services (CJIS) baseline requirements. Navigate to /dentity configuration > Password policy and review
the defaults. Modify the values to your organization’s preferences.

Password policy

Characters

Minimum length 8

Lower case letter

<]

Complexity requirements

< |

Upper case letter

<]

Number (0-9)

<]

Symbol (e.g., |@#$%"&%)

< |

Does not contain part of username

Does not contain first name

<]

Does not contain last name

(< I <

Common password check Restrict use of common passwords

Password age Enforce password history for last | 10 passwords

Minimum password ageis | 0.083 | hoursdays

Password expires after | 90 days
Prompt user | 10 days before password expires
Lock out Lock out user after | 10 unsuccessful attempts

Multifactor authentication (MFA)

Multifactor authentication is highly recommended for Local Users. Navigate to Identity configuration >
Multifactor and select from one of the available options. Under any of the options, click on the Inactive
toggle to allow for the specific method of MFA for your Tyler Identity Workforce users and fill out any
additional options as appropriate. Email authentication-based MFA is included in the Tyler Identity
Workforce Core tier.

Google Authenticator, Okta Verify, and SMS authentication are only available with higher tiers of Tyler
Identity Workforce solution.

© 2022 Tyler Technologies, Inc. All rights reserved. 10



Multifactor
Email authentication Email authentication

Google Authenticator . ; . . .
@ After configuring this factor, users signing in to Okta see that extra

verification is required. If email authentication is selected, users will be
sent a security token to their primary email address. Once the token is
received, ths user will need to enter the token to gain access.

Okta Verify

SMS authentication

& Active

D Factor is required

Save

Federated Users

Federation is the delegation of user or application authentication to an external identity provider (IDP)
typically managed by your organization. Federation involves an initial setup that requires the following
as a minimum:

e Dedicated email address domain(s) for your organization

e Aninternet-accessible supported Identity provider (IDP) like ADFS, Azure, Google Cloud Identity,
Okta, Rapid Identity, etc.

e Technical knowledge to generate necessary client credentials in your IDP

e Use the Admin Center to enter the client credentials against your email address domain(s)

Federation works by redirecting users on the Tyler Identity Workforce sign-in screens to your
organizational IDP based on the domain on the entered email address. Multiple federations can be
setup for different domains, but there can only be one federation IDP per domain.

Federation involves two specific activities to completed before it is active:

1. Creating or registering a client on your organization’s IDP to identify Tyler Identity Workforce as
a broker or consumer of the IDP. This step will provide some details (which can differ
considerably based on the type of IDP involved) that you will use towards the next step.

2. Use the information collected above to register the IDP using the Admin Center under the
Identity Providers section.

It is beyond the scope of this document to assist you with the first step of creating or registering a client
on your organization’s IDP. Please reach out to your IDP’s support team to understand how to complete
this process. Some details might be available here under Okta’s documentation:
https://developer.okta.com/docs/guides/identity-providers/#enterprise-identity-providers

(Enterprise Identity Providers section)

Identity providers

Navigate to Security > Identity Providers. Click on Add a new provider to see a list of available options.
The Tyler Identity Workforce Core solution supports ADFS, Azure (Enterprise solution, non-social, IDP),
Google (Enterprise solution, non-social, IDP), and Okta as IDP providers.

© 2022 Tyler Technologies, Inc. All rights reserved. 11


https://developer.okta.com/docs/guides/identity-providers/#enterprise-identity-providers

l Add a new provider ~

@  ADFS

"N Azure

@  Custom0IDC
(G  Google

2 Okta

Select the option that matches your internet facing IDP. Each option presents a different set of
instructions or data required to be entered. Please work with your IDP support to complete these steps
successfully. If setup correctly, you can attempt to login again into the Admin Center (tip: use an
incognito or private browser window and access the Admin Center link to test federation) and ensure
that the login screen is redirected to your organizational IDP after you enter your email address in the
Username field on the first sign-in screen.

Add ADFS provider

o ADFS setup @ Add ADFS provider @ Download metadata

Download and review the provided ADFS setup document

You must download the document to proceed.

Download setup document

Add Azure provider
* Name
* Client ID
* Client secret
* Secret expiration m |:| No expiration or unknown

* Email domains

* Azure tenant ID

Cancel Save

© 2022 Tyler Technologies, Inc. All rights reserved. 12



Add Google provider

* Name
* Client ID
* Client Secret

* Email domains

Cancel Save

Add Okta provider

* Name

* Okta org URL

*Client ID

* Client Secret

* Email domains

Cancel Save

Custom OIDC shown below is only available in higher Tyler Identity Workforce tiers. If you do not see
Custom OIDC as an option under the provider’s list and are interested in this functionality, reach out to
your Tyler sales representative to discuss subscribing to a higher tier of Tyler Identity Workforce solution.

Add custom QIDC provider

* Name

* Client ID

* Client Secret

* Secret expiration [ [ No expiration or unknown

* Email domains

* Authority URL

Cancel Save

Networking

The networking section controls how Tyler Identity Workforce interacts with your organization’s
network setup and trust it as an authorized source of network traffic. This affects all interactions,
including user and application authentication attempts.

© 2022 Tyler Technologies, Inc. All rights reserved. 13



Networking

Proxy
@ If your organization is using a Proxy server for all outbound communication, please enter the IP address or CIDR

block associated with the proxy. By doing this, all logs for authentication will utilize the x-forwarded-for headers
and the proxy information to determine the correct Client IP address during login.

|:| Outbound proxy used for communications

Whitelisting
@ If your organization utilizes a firewall to block all outbound communication, except for approved IP addresses or
domains, please check the whitelisting option. This option will be utilized in future communications if the IP

whitelisting options are changed for Okta.

|:| IP or domain whitelisting will be utilized

Okta IP whitelisting documentation

Threat insight

@ If your organization is utilizing an outbound gateway to route internet traffic, please enter the IP addresses or
CIDR block for omission below; otherwise, the system will flag all of the traffic from the gateway as a possible
threat and deny authentication.

[O] Enable threat insight

Proxy

If your organization uses a proxy server for outbound network traffic, check the Outbound proxy used for
communications option and specify the IP address or CIDR block of the proxy server so that Tyler
Identity Workforce can process the network traffic header information correctly for maintaining
authenticated sessions.

Whitelist

If your organization uses IP whitelisting for outbound communications, then you can configure the
firewall using the details under Okta IP whitelisting documentation. By checking the IP or domain
whitelisting will be utilized box, the Identity support contact (see Organization setup > Contact
information further down the document) will be alerted to any future updates to the whitelist.

Threat Insight
If your organization uses an outbound gateway to process all traffic from your network to the internet,
specify the IP address or CIDR block of the internet gateway. Without this information, your gateway

© 2022 Tyler Technologies, Inc. All rights reserved. 14
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could potentially be identified as a malicious (denial-of-service attack) source due to the volume of
traffic originating from a single source and blocked from accessing the Tyler Identity Workforce solution.

© 2022 Tyler Technologies, Inc. All rights reserved. 15
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Organization setup

We recommend that you use the following steps below to perform the initial setup. Click Save to save
changes where applicable after making modifications.

Prerequisites

We recommend that you have your organization logo (under 500kB, square form factor, PNG format)
and banner image (under 500KB, 960 pixels wide, landscape form factor, PNG format) available before
you proceed.

We recommend that you identify the appropriate employee to be used as a business contact for Tyler
solutions.

Branding
Navigate to Organization > Branding. Under Logo, Banner image, and Colors, upload your Logo, Banner
image, and set the Tyler Identity Workforce login page theme colors.

You may need to trim or change the aspect ratio of your banner image to get the desired display.

2% Admin Center

[ H Dashboard

Branding Preview
Workspace setup
. Logo Logo
- Manage users
. Banner image
o Manage workspaces
Colors
=, Manage products
o) Admin links
Configuration
o Organization A
Contacts
Branding

logo.pna?versionld=X.¥S_Ik68PbFOF.. @ X
Links

Email templates Save

© 2022 Tyler Technologies, Inc. All rights reserved. 16



Branding

Logo
Banner image

Colors

Branding

Logo
Banner image

Colors

Preview

Banner

TYLERTOWN

bannerjpg?versionld=MLOaHnIGO0zZ... Q X

Save

Preview

Colors

@ These colors will only be used to theme the login page.

Primary Color ]

‘ H 8f5d4e ﬁ .
Secondary Color

‘ H d7bdb6 g o

ance Save

tyler

technologies

The Logo and Colors are used in the Tyler Identity Workforce solution (left image below), while only the
Logo is used for Tyler Community access (right image below).

© 2022 Tyler Technologies, Inc. All rights reserved.
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& Sign in to community access services for
the Welcome to Tyler Town, TXL

SignIn

D&

Username

’ ‘ ] Email address

- Password
] Remember me

Sign in
Need help signing in?

Links
Navigate to Organization > Links. Set any links available for your organization as applicable.

Admin Center

[ H Dashboard

Links
Viorkspace setup
2 Manage users @ These links are typically found in the footer. This can
vary depending on the application
o Manage workspaces
Homepage title
=,  Manage products Tyler Town, USA

(o] Admin links Homepage URL
https://www.tylertown.gov

Configuration

Terms of use URL |

¢ Organization A https://www.tylertown.gov/terms
Portal contact URL
Contact:
onacts https://www.tylertown.gov/about-us/media-room |
Branding Privacy contact URL
https://www.tylertown.gov/privacy
Links

Email templates

Domains

Domains allows you to specify the email address domains that you wish to allow for your organization’s
users. Only email addresses containing these domains will be allowed to be added as users to your
organization using the Admin Center. Enter the domain value alone without any @ and press Enter to
add the domain.
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We recommend that you add ‘tylertech.com’ as an allowed domain to provide access to Tyler Support in
the future.

Admin Center

H Dashboard
Domains
Workspace setup

@ The email domains listed below will be used during user creation and user login to route 1o the correct federated

]
- Manage users identity provider. When a new user is entered, only email addresses with these domains will be allowed. If a
federated identity provider is being used, the domain will be used on login te route the appropriate federation.
.'. Manage workspaces
=, Manage products Email domains
Oy\erte:h com 0) (tylertcwn gov g)

G Admin links Type an email domain and press enter to add it to the field
Configuration
¢ Organization ~

Contacts

Branding

Links
Email templates

Domains

Adding contact information users

Before you can set the organizational contact information, they must be first added add users to the
Tyler Identity Workforce solution. These contacts may receive alerts and notifications from the Admin
Center and/or Tyler support personnel. We recommend the Business, Technical, and Identity support
contacts are different people. Additionally, for Technical and Identity support contact, we suggest using
an email alias encompassing multiple administrators instead of an individual contacts to account for
employee attrition and non-availability.

Navigate to Workspace setup > Manage users. Click + Add user. To add the Business contact, fill out the
First name, Last name, and Email fields appropriately and click Next. You can skip assign to group at this
time and click Next. Finally, click Save & close to save the new user. Repeat these steps for the Technical
and ldentity Contact (or alias as appropriate).
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o' technologies

Add a new user

Assign to grou .
e Create user @ o group @ Review
0 groups selected

* First name ‘

John

* Last name ‘
Smith

* Email
John.Smith@tylertown.goy|

Phone ‘

Add a new user

Assign to grou .
° Create user e 9 group @ Review
0 groups selected

Group name Workspace Applications assigned
O ‘ Filter group name ‘ ‘ Filter workspace ‘ ‘ Filter applications ‘
[J]  PortalAdministration tylertown Tenant Management (+1 more) v
[J PortalAdministration tylertown-demo1 Tenant Management (+1 more) v

Add a new user

Assign to grou ’
° Create user @ g group e Review
0 groups selected

Q User - John Smith
Q Email - John.Smith@tylertown.gov
Q John Smith will be assigned to 0 groups

© 2022 Tyler Technologies, Inc. All rights reserved. 20



"= tyler

technologies

Contact information
Navigate to Organization > Contacts. Add or modify the Business, Technical and Identity support

contacts.

Admin Center

[ Dashboard

Contacts
Workspace setup

Business contact Business contact
2 Manage users
. Technical contact
o Manage workspaces * Name

John Smith

_ Identity support contact
=, Manage products

* Phone
(123) 456-7890

(=] Admin links

* Email
john.smith@tylertown.gov

Configuration

o Organization A
Contacts
Branding
Links

Email templates

Contacts

Business contact Technical contact

Technical contact ,
* Name

| TylerTown IT

Identity support contact

* Phone

| (123) 456-7891

[+ Email
| it@tylertown.gov

© 2022 Tyler Technologies, Inc. All rights reserved. 21



i tyler

Contacts

Business contact Identity support contact

Technical contact

* Email
jayne.doe@tylertown.gov

Identity support contact

* Phone

(123) 456-7892

* Help link
https://tylertown.gov/contact-us

Email templates

Email templates is only available with higher Tyler Identity Workforce tiers. If you do not see Email
templates as an option in the Admin Center > Organizations and are interested in this functionality,
reach out to your Tyler sales representative to discuss subscribing to a higher tier of Tyler Identity
Workforce solution.

You can customize the email templates used to send email communications to back-office users. The
templates use standard html| markdown with the ability to use embedded dynamic variables using the
Velocity Templating Language (VTL).

Admin Center

Sender: Okta <noreply@okta.com>

. Template
[ H Dashboard Emails

User activation

Workspace setup (@ Sent to new users who must follow the provided link to complete the Okta sign-up

process.

- Manage users
o Manage workspaces * Subject

Welcome friend to TylerTown, USA!
=, Manage products

Okta documentation for available VTL variables

* Message
<IDOCTYPE html>
<html><head>

(<= Admin links

Configuration <meta content="text/html; charset=UTF-8" http-equiv="Content-Type">
</head>
Q Organization ~ <body>

<div style="background-color: ${brand.theme.secondaryColor}; margin: 0">

<table valign="top" style="font-family: 'Praxima Nova', 'Century Gothic', Arial, Verdana, sans-serif; font-size: 14px; color: #5e5e5e; width:98%;
Contacts max-width: 600px; float: none; margin: 0 auto;” cellspacing="0" cellpadding="0" border="0" align="left">
<tbody><tr align="center"><td style="padding-top: 30px; padding-bottom: 32px;"><img src="${brand.theme.logo}" height="37"></td></tr>
<tr bgcolor="#fffff{"><td>

Brandi
randing <table style="width: 100%; line-height: 20px; padding: 32px; border: 1px solid; border-color: #f0f0f0;" cellpadding="0" bgcolor="#{fffff">
<tbody=<tir>
Links <td style="color: #5e5e5¢; font-size: 22px; line-height: 22px;">
S{org.name} - Welcome to TylerTown USA!
. </td>
Email templates <t
<tr>
Domains <td style="padding-top: 24px; vertical-align: bottom;">
Hi 81{StringTool.escapeHtmI($!{user.profile. firstName})},
i </td>
%] Security v <
<tr>

<td style="padding-top: 24px">
Your organization is using Identity Workforce to manage your web applications. This means you can conveniently access all the
applications you normally use, through a single, secure home page. Watch this shart video to learn more: <a style="color: #007dc1; text-
decoration: none;" href="https://www.okta.com/intro-to-okta/"><span style="color: #007dc1; text-decoration: none;">https://www.okta.com/intro-

Revert to default H Preview ] Cance Save
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Navigate to Organization > Email templates. To select the template to be modified, click the Template
drop-down at the top of the page and select from one of the options below:

e User activation

e Forgot password

e Forgot password denied

e Password reset by admin

e AD user activation

o AD forgot password denied

e AD forgot password

e LDAP user activation

e LDAP forgot password

e LDAP forgot password denied

Some email templates only apply to Local Identity Users, while others are only for
Federated Users (AD or LDAP based setup). For more details, see:
https://developer.okta.com/docs/guides/custom-email/main/#use-customizable-email-

templates

To understand what VTL variables can be used in the template click on Okta
documentation for available VTL variables above the template editor.

Using the Admin Center

This section covers performing administrative activities using the Admin Center. Some activities covered
under this section only applies to participating Tyler solutions.

Manage Users
This section deals with managing Local Identity Users and Federated Users on the Tyler Identity
Workforce solution. Different management options may be presented depending on the type of user.

Users of community applications (Vendor access, Resident access, etc.) utilize the Tyler Identity
Community solution and are therefore not managed by the Admin Center. Only their corresponding
administrative applications (Vendor access administration, Resident access administration, etc.) with
back-office users performing these administrative functions are expected to be included in the Admin
Center.

Some applications may not require routine back-office users to be added and granted access to it first.
Please check with your Tyler product documentation or support to find out if this required for the
solution.

Prerequisites

Ensure that every email address domain from which your back-office users can originate from are added
under Configuration > Organization > Domains as demonstrated under Organization setup discussed
earlier in this document. This additional setup requirement ensures that users from non-approved
domains are not accidentally added as users. You many need to add social media email address domains
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(gmail.com, outlook.com, hotmail.com, yahoo.com, etc.) if you expect non-employee Local Identity
Users to be accessing enterprise applications (e.g. Employee Access).

Overview

You can see a list of current users in the main section and their status in the details section to the right.
To add back-office users to allow for Single Sign-On (SSO) experience across participating Tyler solutions,
you can use the Add user option for adding a small number of users or Import users for bulk user
addition. You can use any of the filters to narrow down the list of users you want to see under Manage
users. Additionally, you will see an Admin label against users who have been promoted as Site Admin on
Tyler Identity Workforce which grants them access to the Admin Center, and New label against users
just recently added. You can also assign a user to a group or see what groups they are already added to
(See Managing workspaces later in this document for more details on User groups).

'::. Admin Center

% Dashboard Manage users i | 2 importusers | [ERRTINS Jayne Doe Proveione: (CEREY)

jayn
Workspace setup Name - Email Date added Site Admir
+ Assign to group

2 Manage users Filter name tylertown.gov Filter date o] O
Apps (0) Groups (0
& Manage workspaces TylerTown IT it@tylertown.gov 06/06/2022
john.smith@tylertown.go P

_ John Smith Iv o g 06/06/2022 @ This user does not have access to any
=,  Manage products e s

Jayne Doe jayne.doe@tylertown.gov 06/06/2022
(=] Admin links brad kingsman@tylertow §

Brad Kingsman () ngov 06/09/2022
Configuration
£t Organization v
e Security v

Adding a single user
To add a single user or a small number of users, click on + Add user.

On the first tab Create user, enter the First name, Last name, and Email address of the user. If you enter
an email address with a domain that wasn’t previously added to the Configuration > Organization >
Domains list, you will be prevented from adding the user. Optionally enter Phone information and then
click Next.

Add a new user

o Create user @ Aéswgr? to g_m,li") @ Review

* First name
John

* Last name

John.Smith@tylertown.gov|

* Email l

Phone

On the Assign to group tab, filter to existing groups that you wish to add the user to (see Managing
workspaces section of this document to learn more about User groups). You can choose not to assign
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the user to any groups at this time and do this step later. After selecting any groups, click Next to go to
the Review tab.

Add a new user

° Create user S FITGET @ Review
2 groups selected
Group name |, Workspace Applications assigned
Resident Filter workspace Filter applications
Resident Access Admin tylertown Resident Access Administration App v
Resident Access Admin tylertown-test Resident Access Administration App v

o | (D

On the Review tab, confirm all the details for the new user and click Save & close to add the user to Tyler
Identity Workforce. Depending on whether the user is a Local Identity User or a Federated User and the
organizational preferences setup for email templates, the user may get emails sent to them potentially
with instructions to complete the rest of their account setup like activation, setting a password and
multi-factor authentication.

Add a new user

Assign to groy .
° Create user ° } Vg‘ ,,g,,,f e Review

User - Brad Kingsman

Email - brad.kingsman@tylertown.gov
Phone - (123) 456-7893

Brad Kingsman will be assigned to 2 groups

0000

« Resident Access Admin (tylertown)
s Resident Access Admin (tylertown-test)

Importing users in bulk

Importing users in bulk is useful when you have more than a handful of users to add, which can quickly

become tedious using the Add user option. A key distinction between this method and Add user is that

the latter lets you pre-assign User groups when creating the user. Importing users, therefore, requires a
separate step to assign imported users to groups if desired.

You must first prepare a Comma Separated Variables (CSV) text file using the construct first
name,lastname,email without any heading row, spaces between the values, and with one user record
per line. It is always a good idea to encapsulate these values within double quotes to avoid issues
processing special characters in the names. A sample CSV file would look like this:
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5 Users.csv - Notepad

File Edit View

"Kylo","Barker","kylo.barker@tylertown.gov"
"Callie","D"Andrea”,"callie.dandrea@tylertown.gov"
"Izzan","Eaton","izzan.eaton@tylertown.gov"

"Rae", "Baxter", "rae.baxterf@gtylertown.gov"

Ln 1, Col1 100% Windows (CRLF) UTF-8

Once the file has been prepared, click on Import users. On the Upload users dialog, click on Select file or
drag-drop the CSV file you created above on the gray area on the dialog.

Upload users

csv files formatted by first name last name,email without headers.

Drag files here or

Select file

csv files only.

Close

.If the file was successfully selected, you should s.ee that reflected on the Upload users dialog. Click

Import to continue.

Upload users
Accepts csv files formatted by first name last name,email without headers.

Drag files here or

Select file

csv files only.

. Users.csv
Close m

.If the import is successful, users will be added in.the background. Click the Close button
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Upload users

Accepts cs files formatted by first name last name,email without headers.

Drag flles here or

csvfiles only

You can close this dialog, import will continue in the background

4 remaining

Close | Import

To see the current status of the user imports, click on the 3-dot menu next to the Import users option

and select Import history.
I —

: * Import users

Import history

Il T
The status of the users (which will vary depending on the type of user) will be listed along with an option

to Retry will be available should there be temporary glitches in the import process. Click Close to return
to the main screen.
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User import history

Izzan Eaton

Kylo Barker

Rae Baxter

Search
Search name, email, status or message
Name Email
Callie D'Andrea callie.dandrea@tylertown.gov

Message

"= tyler
c

Action

Retry

Retry

Retry

Retry

¢ 1-4o0fd4

Promoting a user as Site Administrator and other user actions

On the main screen, select the user you wish to promote as a Site Admin, click on the 3-dot menu at the
top of the user’s details and select Set as site administrator. This menu option also allows you to edit the
user’s details, resend activation email, send password reset email, deactivate or suspend the user. You
can also delete a previously deactivated user or reactivate them again using the same menu whose

options change based on the status and the type of user.

Admin Center

-H Dashboard
Workspace setup

L Manage users

o Manage workspaces
=, Manage products
[<=] Admin links
Configuration

X Organization

e Security

Manage users

Name 4
Filter name

TylerTown IT

John Smith

Jayne Doe

Brad Kingsman ()

Manage workspaces
A workspace (previously called a ‘portal’) in the context of the Admin Center is an instance of a Tyler
Solution used for a particular purpose. You are typically provisioned a production workspace along with

Email
tylertown.gov

it@tylertown.gov

john.smith@tylertown.go
v

jayne.doe@tylertown.gov

brad kingsman@tylertow
n.gov

H | * Import users

Date added

Filter date

06/06/2022

06/06/2022

06/06/2022

06/09/2022

]

Site Admin

O
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Jayne Doe
jayne.doe@tylert
Apps (

o This us¢

applicat

il

5

e @

Provisioned H
Edit user

Set as site administrator
Resend activation email
Send password reset email

Deactivate User

Suspend User

28



one or more non-production workspace with the solutions that you have licensed or subscribed to. Each
workspace can have independent product configurations suitable for the workspace’s intended purpose.

Some settings on workspaces can be maintained either at your organizational configuration settings or
be overridden and maintained separately at the workspace level.

Prerequisites

All the workspaces that you need for your organization must have been provisioned by Tyler
implementation teams prior to your use of the Admin Center. You are not able to provision a new
workspace through the Admin Center interface currently.

If you are not seeing a workspace that you expect to be present, reach out to your Tyler product support
for assistance.

Overview

You can view a list of available workspaces by selecting the drop-down menu at the top. Production
workspaces have a Production label distinguishing it from other workspaces. Underneath the selection
are tabs with information related to the selected workspace. Under the Overview tab, you can some
information related to the workspace, can update the agency Title of the specific workspace, and select
whether you want to activate or deactivate the entire workspace using the ‘Active’ checkbox. Finally,
you can use Delete workspace to permanently delete the workspace.

Admin Center

B3 Dashboard Workspaces

e -
come to Tyler Town, TX]|

tylertown

Workspace setup Overview Y- L
- Manage users tylertown-test

Warkspace 1D B o
os  Manage workspaces tylertown tylertown-train
= Manage products Workspace URL tylertown-impl
v gep https://tylertown _
G Admin links Title

Welcome to Tyler Town, TX!

Configuration
Active
o Organization v

) Security v
Delete workspace

Deactivating a workspace will result in end users seeing a HTML 404 error message.
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Not found

Nothing but tumbleweeds here...

Even our best explorer couldn't find the page you're looking for.
It might have been removed or you may have mistyped the URL.

Clicking the ‘Delete workspace’ and completing the instructions will result in the workspace being
removed.

Delete workspace
A Warning
This workspace will be deleted. This is an irreversible action.

= This workspace along with it's products and application will no longer be accessible to
users.

+ This workspace will not be recoverable later.

If you are unsure about any of the above information, do not perform this action.

You are about to delete workspace with workspace title: Welcome to Tyler Town, TX [Impl]

Type the workspace title below to confirm your intent to delete this workspace.

* Workspace title

Cancel Delete workspace

There are limitations to deleting workspaces — first being that Production workspaces cannot be deleted
to prevent accidents. Secondly, you may not be able to delete certain non-production workspaces in
which you have legacy back-office solutions installed.

Delete workspace

A Protected

This workspace is a production workspace and cannot be deleted.

Cancel

Please reach out to your product support if you need to remove a workspace that is restricted from
deletion.

User groups

User groups are workspace level functionality that is used to grant access to select participating Tyler
applications. A User group definition contains a list of applications that it provides access to, and then
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can be assigned to one or more users. Typically, newer cloud applications are available for access control
which may include newer cloud applications in hybrid solutions where a newer cloud interface extends a
back-office solution built on older technologies.

Any user belonging to one or more User groups with a set of applications defined in each of them will be
granted access to all the applications across all the groups assigned to the user. Access control simply
allows an application to be accessed or not by a user. It is not related to any fine-grained authorization
within applications like the ability to view only or be able to edit specific fields which are managed
within each application.

You may see a set of pre-created default User groups, but you can choose to create new user groups or
replace existing ones. A User group can be limited to applications related to a single product or solution
or can include applications across products to fit your needs. For example, you might create a User
group for Resident Access administration containing just the application for Resident Access
administration and assigning it to department heads for Resident services to manage the solution. You
may choose to create another group with all applications in it and assign it your organizations IT
administrators or staff so that they are able to access everything for providing support.

% Admin Center

L H ashb B o Productis - + Create new group Select oup to view details
85 Dashbosrd Workspaces o oo Tyier Town Create new groug @ select a group to view details
pace setup . User groups

Manage users Hama - !

o  Manage workspaces ] TylerTown 1]
=, Manage products Tyleraymentsadmins TylerTown 1T Checkout Administration (+1 more)
Admin links NotifyUsers TylerTawn IT Campaigns (+5 more)

Configuratio Notifyadmin TylerTown 1T Agency setup (+13 more)

0
£x  Organization v Municipal Justice Users TylerTown IT Municipal Justice Home
o]
w

securlty v Municipal Justice Admins TlerTown T Municipal Justice Administration

EmployeeAccessadmin TylerTown IT TESS-Admin
APA User TylerTown IT Wieb (+3 mare)

APA Admin TylerTown T Integrationadmin (+5 more)

To create a new User group, click on the + Create new group. Enter a meaningful but short Group name,
and then a more detailed Group description. Finally, select one or more workspaces to which you would
like the group to be available in. Click Next to move to the next tab.

Create a group

° Create a group @ Apps NI, @ Review

* Group name
IT Administrators

Group description
All application access

* Workspace(s)
CWe\come to Tyler Town, TX! @- (We\come to Tyler Town, TX [Impl] @- (Welcome to Tyler Town, TX! [Test] @
CWe\come to Tyler Town, TX! [Train] @

Cance' m
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Select one or more applications in the list. You can filter by an application name, or the product it
belongs to. You can also increase the number of rows of application you can see at the bottom and use
the quick select against the filters to select all records in the current view. You can select records across
multiple pages of applications without losing your selection. Click Next when you are done selecting
your preferred applications.

Create a group

° Create a group :fzsps I @ Review
Application description Product name
Filter app name... Filter product name
ACFRSB Net Position Restatement CAFRSB
ACFRSB Account Groups CAFRSB
ACFRSB Account Maintenance CAFRSB
ACFRSB Adjusting Entries CAFRSB
ACFRSB Agency CAFRSB

Rows per page 1-5 of 64 >

=] -

Review the details of the group you are about to create and confirm that it is accurate. Then click Save &
close to create the group.
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Create a group

Apps .
° Create a group ° 64 apps selected o REED

Q Group All application access will be created in the following workspace(s):
+ Welcome to Tyler Town, TX! (tylertown)

Welcome to Tyler Town, TX [Impl] (tylertown-impl)

Welcome to Tyler Town, TX! [Test] (tylertown-test)

Welcome to Tyler Town, TX! [Train] (tylertown-train)

0 All application access will contain 64 apps:

» ACFRSB Net Position Restatement (CAFRSB)
ACFRSB Account Groups (CAFRSB)
ACFRSB Account Maintenance (CAFRSB)
ACFRSB Adjusting Entries (CAFRSB)
ACFRSB Agency (CAFRSB)
ACFRSB Budgets (CAFRSB)
ACFRSB Cash Flow (CAFRSB)
ACFRSB Equity Maint (CAFRSB)
ACFRSB Fund Adjusting Entries (CAFRSB)
ACFRSB Fund Balance (CAFRSB)
ACFRSB Fund maintenance (CAFRSB)
ACFRSB Fund Net Position (CAFRSB)
ACFRSB Import Balances (CAFRSB)
ACFRSB Net Position Adjustments (CAFRSB)
ACFRSB Purge (CAFRSB)
ACFRSB Reconciliation Notes (CAFRSB)

After creating the group, it typically has no users assigned to it. To assign it to one or more users, use the
+ Assign a new user option under the Users tab in the group details pane to the right of the screen.

‘Add members to the group

* Users to add |

(brad kingsmangiyleriown gov Q)

= -]

To update an existing group more applications, use the + Assign a new app under the Apps tab in the
group details pane to the right of the screen.
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Add applications to the group
* Applications to add
(_Pﬁ)mmn Net Position Restatement

Apps
The Apps tab lists the Products and Applications associated with the products that have been enabled
for your organization.

min Center

Workspace Administration
[ H -
PR Workspaces | jctes 1 GEEED

Workspace setup Overview User groups Apps Links + Assign to group

S Mamgemen Appiication name Product name Users assigned Groups (1) users (1)
& Manage workspaces Filter application name | Filter product name
L L IT Administrators [S]
=, Manage products admin vss !
(] Admin links Gavernment Virtual Gov 1
Configuration Administration Virtual Gov 1
£ Organization N Government Virtual Court 1
@ securiy v Administration Virtual Court 1
User Management Portico. 10
Payment Integration Gateway Administration Tyler Payments 1
Checkout Administration Tyler Payments 2
BillSearch Administration Tyler Payments 2
Templates MNotify 3
Speech phrases Notify 2
Security roles Notify 2
Security groups Notify 2
Notfication schedules Hotify 3

Clicking on any of these applications gives you the ability to add to add the selected application to one
or more groups analogous to the ability to add one or more applications to a User group detailed under
the User groups section. After selecting an application, click on + Assign to group and select one or more
groups in the list and click Next.

© 2022 Tyler Technologies, Inc. All rights reserved. 34



Assign to: VirtualGov-Administration 1 group selected X
Group name - Applications assigned

—] Filter gro me F tior

[0  APaAdmin IntegrationAdmin (+5 more) v
] APauUser Web (+3 more) -
[  EmployeeAccessAdmin TESS-Admin v
[ Municipal Justice Admins Municipal Justice Administration v
[ Municipal Justice Users Municipal Justice Home v
D NotifyAdmin Agency setup (+13 more) v
[  wotifyusers Campaigns (+5 more) ~
PortalAdministration Tenant Management (+1 more) v
[ Resident Access Admin Resident Access Administration App v
[0 TylerPaymemsAdmins Checkout Administration (+1 more) ~

Gancel m

Review the groups to which you have selected to have this application included and click on Save & close
to complete the assignment.

Assign to: VirtualGov-Administration X

@& VirtualGov-Administration will be assigned to 1 group

« PortalAdministration (tylertown-test)

Links

The links tab allows you have different settings per workspace that is different from any organization
level links setup under Configuration > Organization > Links. To override, check the ‘Override
organization links’ and set values specific to the selected workspace. Unless required, it is recommended
that this information be maintained at an organizational level for ease of maintenance.

Admin Center

5 oshboard Workspaces | yyeicome o Tyler Town, -
ce setup ervie A Links

2 Manage users

@ ~ctivating override will sllow you 1o configure this workspace with different links than the organizational settings. This is uncommon for most organizations:
& Manage workspaces

[ override organization links
=,  Manage products

Tyler Town, USA

co  Adminlinks " .
https: //www.tylertown.gov

Configuratio
https://www.tylertown.gov/terms

£x  Orgenization ~ & cant
hitps://www.tylertown.gov/about-us/media-room

@ Security v

hitps://www.tylertown.gov/privacy
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Manage products

The Manage products section provides a listing of various products licensed to your organization, and
the number of Workforce (back-office) and Community (resident/public) applications associated with
each product. Select any product in the list and a list of applications associated with them is presented
in the detail section on the right pane. Access to those applications is controlled through User groups
and so you must be associated with one or more groups before you can use any of the applications.

This document does not cover content related to using specific Tyler products. Reach out to your product
support team if you need assistance locating documentation for a particular product or solution.

. Admin Center

52 Dashboard Manage products | o S8 Lo - Incode Court

Applications

:
) » s Municipal Justice Administrati 17
- ! M | Justice H

0 @

onfl ident 0 1
N . :
Municipal Justice 2 o
O securty Notify 16 1
1 3
5 2

Admin links

Admin links is more focused version of Manage products section providing application links specifically
to administrative apps (vs. all applications under Manage products). Therefore, it is typically used to as
the launch point for product administration. As stated earlier, access to any of the administrative apps
requires you to be part of one or more User groups that contains the administrative app and so you will
only see entries on this page reflecting actual access rights. A blank list typically indicates no access to
any administrative applications.

You can filter by Product name or Application name. Click on the copy icon to copy the URL of the
application or the chevron (>) to actually navigate to the application directly in a new tab. When you are
done administrating the application, simply close the tab associated with the product’s administration to
return back to the Admin Center.

This document does not cover content related to administering specific Tyler products. Reach out to your
product support team if you need assistance locating administration documentation for a particular
product or solution.
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Getting support

To get assistance for any issues using the Admin Center, reach out to your Tyler product team for

support:

Adminlinks | weicome to Tyler Town, x

Resident Access n] >
Employee Access (n) >
Tyler Payments 0 >
Resident Access n| »
Tyler Payments 'ﬁ >
Vendor Access D »
Resident Access D >
Employee Access 0 >
Resident Access D >
AP AUtomation D >
Ro 10 1001 ¥

e During implementation, Tyler’s professional services team members you may be in touch with.

e Tyler Support Options: https://www.tylertech.com/client-support

(select the Tyler product that you are primarily engaged with).
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